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1.1

Introduction

What is Crypto Anywhere ?

Secure email in an incredibly small package!

Don't be a Glass Citizen!
Protect your privacy with Crypto Anywhere.
Advantages at a glance...

New

Strong encryption

Small, fast and portable

Supports public key encryption and password based encryption

M essage recipients do not need Crypto Anywhere to read self decrypting messages
New :

OpenPGP support, compatible with PGP ™ 8.0

- Themes support for application skins
New :
New :
New :
New :

Direct deposit of messages keeps your | SP from reading your mail
Automatically creates atravel floppy or USB drive for usein internet cafés
Microsoft Outlook Express ™ Integration

Microsoft Outlook Office 2000/2002 ™ Integration

The Sydney Morning Herald : Two words:; "portability” and "privacy"

Australia, May 10th, 2003

News24.com : If you need to send confidential e-mail, try Crypto
South Africa, May 2nd, 2003 Anywhere for size.

Telegraph :

Top tip...Crypto Anywhere is a simple-to-use email

United Kingdom, July 10th, 2003 program with powerful built-in encryption.

CHIP Magazine Online: A practical, portable encryption solution

Greece

Crypto Anywhere is secure email on the move! Crypto Anywhere issmall enough to fit on a
single floppy or USB key chain drive and is very easy to use. Don't have a computer yourself
but want to protect your web based e-mail at your local internet cafe? Crypto Anywhereisfor
you! If you suspect your employer isreading your private email, put an end to that. If you run
Crypto Anywhere from afloppy disk or USB drive, you can encrypt your email without even
installing software on your workstation. With Crypto Anywhere you can send and receive
secure mail to and from anyone with an email account - the recipients do not have to be
"crypto savvy" or even have Crypto Anywhere themselves.

© 2003-2004 Bytefusion Ltd.
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Crypto Anywhere implements trusted, industry standard, strong encryption algorithms based
on RSA public key encryption, the Twofish block cipher and the

| SAAC random number generator. Crypto Anywhere e-mail is compatible with SecExMail
based encryption. Version 2.0 and later of Crypto Anywhere support OpenPGP encryption
and provide compatibility with PGP Corporation's PGP '™ product.

2 Usage

2.1 Encrypting Mail 1,2,3

To encrypt mail, open Crypto Anywhere, select My Messages on the left, then click the Compose
Message icon. This will display the compose message view as shown below.

- | e e send e """"‘E"' .H.'E phic
2R By BS sM&Oex X OF
My Meszages
¥ g | m |myfrienl:|@hl:nme.|:|:um |
=1 |
,Q_- Subject : IHE"D |
Reqgister
by Meszage
o
Eumpﬁse
Mezzage
Dec:ryi:ntn:-r _I
Configuration : ;
About [ 'iew encrypted message prior to sending W
— [l

Step 1: Specify the recipient(s)

Enter recipient email address.

Step 2: Enter the subject and your message

If you are a registered user of Crypto Anywhere you may attach documents and files to your
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message.

Step 3: Encrypt the message

Select "Encipher" from the menu or click the encipher button. This will display the encrypted
message or cryptogram, ready for sending. Click "Send". Depending on the availability of
encryption keys, Crypto Anywhere will generate a SecExMail encrypted message, an
OpenPGP encrypted message, or a password protected message.

o ﬂ- fi JL”

send Save Copy Trash

————— BEGIN PGP MESSAGE--—--—-
Wersion: GRuPG wl.z2.4 (MingwWiz)

MO T0A+T cHSakM+EEAQAqzosT 21 U3 FEPEXYQ,OTy S+qL 3z U0r1 QwN3MT1 91 jhi R
haHAFEywWpkr2L1 Ip9qSEHT TEXZkHO 2905 pepeoMiAYGHI &8 T v PUmPtE=aHEEAF D
FuasisdeDtfPejdz2yaRAgsfEB2AHE 2khEZHR Iy 25 F 7 am) /BMHy o aZ v hbked k4 Fi52
W koWC A+ CEEwW3 Nn3xnbs 9BoRMIxzGAPZNPAKVENT 1 gpax 1 hUbGE-+HT VMK LY Oq
G170YRA¥098z IEqixrhyoRguhami] aS THZd sy qoByodxp3JJELT FPLORC My Heu
BPLT=wINDGExKernd+cvkvGbz aaGwp ELDZ bwix ] 1WL gf /0 EmD+t 1 Gyimez v UZ UL Ly
WOkoERFupcwomuMbEIKEREYE W] 1P IBThErtoIZ2daves+0nlgpdUIP G MwaLidy S
DF edmd 2uDz TMwWswkEPam MO Jroaxd sTMdvb+500 0y 2wFtjz50k5 EILEeu+]0GPgh
Hik2po 7K1l WTRggs30dvyEyxdxmyz jhzDexvacOsHE a+yF222 25 9XnHEN 35 wrouP 7
Azvi_ ek n coxXhiyd 5014w uH=nplFuwlmlgd] follensLblUkgx+btotx=PTdyiP
Wy A3DYPmjesuPaZayMlicIlabxaQcpndyl 5 15 dQ0Kudzzz k0SE87Fa5h1 Tad4E1 BiRx
w23I1JIA54  ucgFpIsalf+Ensn] 9=OPCCYHRZy YR EE1 0020 UEduC Gt R+ y EalwUP 7
F4EEEprRd?4GqR5tDEm5+3 SxbPI203WA1agD0==

=kNbE

2.2  Decrypting Mail 1,2,3

If you have received a Crypto Anywhere message, follow the simple steps outlined below.

Step 1. Copy the encrypted message to the Windows clipboard

In your favorite e-mail client or web browser, select the entire encrypted e-mail with your
mouse and copy it to the windows clipboard. To do this click above or to the left of the line

--Begin SecEx 1.1--
and hold the left mouse button down while scrolling to the end of the page. The entire
message should now be highlighted. Now select Edit, Copy from the menu or use the

keyboard shortcut Ctrl-C. This will copy the encrypted message to the Windows clipboard.

If you have received an OpenPGP encrypted message, click above or to the left of the line

© 2003-2004 Bytefusion Ltd.
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and hold the left mouse button down while scrolling to the end of the page. The entire
message should now be highlighted. Now select Edit, Copy from the menu or use the
keyboard shortcut Ctrl-C. This will copy the encrypted message to the Windows clipboard.

If you have received a self decrypting message, simply follow the instructions in the
accompanying email.

Step 2: Paste the encrypted message into Crypto Anywhere

Open Crypto Anywhere. Select My Messages on the left, then click the Decryptor icon. Now
click the Paste button on the toolbar.

= NCIpher end. Decipher Help

Bg BN 'Eﬁ&ﬁx TOP

=)

My Messages |

3

Compose
Mezzage

Clecryptor

Configuration

Abaout
L eady | e 3

Step 3: Decrypt the message

Select "Decipher" from the Crypto Anywhere menu or click the decipher button on the toolbar.
This will decrypt the message and display the plain text in the message window.
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2.3

g hs;;;i BIEE

Attachments:

My Identities

The My Identities screen shows your own SecExMail and OpenPGP keys. From here you can create
new keys, change the passphrase on existing keys, back up and restore keys to and from disk.

© 2003-2004 Bytefusion Ltd.
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My Messages

Configuration O myname mynarmeEimymnail
j 1 MR rpkey ik e @y ail

My [dentities

)

Secure Friends

ﬂ

Preferences

Aot | Y

sady : | i | e s 1

2.4 Secure Friends

The Secure Friends screen shows people on your secure contact list. On this screen you can add and
remove friends from your secure contact list and display key properties including fingerprints. E-mail
sent via Crypto Anywhere to people on the secure friends list will be encrypted automatically and
without the need for further interaction by you, the user. Crypto Anywhere will automatically select
SecExMail mode or OpenPGP mode encryption based on the key type listed for the message recipient.
If no key is listed, Crypto Anywhere will default to SecExMail password protected encryption.
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2.5

My Messages | BecusFrisnds. o Emal

Configuration O myfriend myfriendi@myfriendmail. com
- Ao myotherfriend myotherfiiendi@home
ty ldentities

Secure Friends

ﬁ

Preferences

About |

eady | |

Direct Drop

Direct Drop delivers emails across the internet directly to the recipient's mail box. This feature enhances
your privacy because it bypasses your internet service provider's mail server. If you suspect that your
internet service provider logs your email messages or you plan to use Crypto Anywhere from internet
cafés, Direct Drop is recommended.

Note that some spam filters will discard direct drop e-mails from dial-up links. If your messages are
being refused, switch to your usual mail server to send messages.
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Do you want to uze Direct Drop?

Direct Drop debivers emails across the
ifternet directy ba the recipient's mail box.
Thiz feature enhances your privacy
because it bppazzes pour ISP's mail zerver.

[f pou suzpect paur |SP logs pour mail, or if
wou plan to uze Cypto Anpwhere from
internet cafe's, Direct Drop iz recommened.

[f wour mail iz being refuzed, switch o your
owr mail FEIVEL

@ Usze Direct Drop - recommended
O Use iy owr maill server

Click Mest to continue

| <Back [ Mew> || Cancel |

2.6 Create Travel Floppy

If you have installed Crypto Anywhere on your hard drive and wish to use on a friend's computer or in
an internet cafe, you may wish to create a portable installation on a floppy disk, USB drive or similar
removable medium. To do this, simply create a travel floppy via the "Create Travel Floppy" screen
shown below. Only the files required for portable execution of Crypto Anywhere including your keys and
personal configuration files will be copied to the floppy.

© 2003-2004 Bytefusion Ltd.
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2.7

B RS Xx O

by Mezzages |

R egister

ﬂ

Composze
Mezzage

el

Decryptor j

Configuration

Abowt

Imzert a floppy disk or USE thumb drive into your computer. Enzure the floppy or
thumb drive is formatted and haz 1.4MB available drive space.

Then click "'Create to copy your Cryptodnpwhers files to the target medium,

Select Target Medium (1.4 MB Minimum):

ah

|

eady

| |

Import PGP (tm) Keys

Version 2.0 and later of Crypto Anywhere support OpenPGP encryption and provide compatibility with
PGP Corporation's PGP ™ product. If upgrading from PGP ™ to Crypto Anywhere, you may wish to

import your old PGP "™ 8.0 keys and those of your friends. This provides an ideal migration path to the
stronger SecExMail cipher also supported by Crypto An
compatibility with legacy software. To import your PGP

here while maintaining backwards
keys, follow the illustrated guide below.

 Open your PGP ™ key chain, select your key and then select the export option.
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B PGPmail ==l

1 PGPkeys

File Edit Mew Kews Server Groups Help

WP P PeEV I DH

K.eps I W alidity | Trust | Size | D ezcription
i k o a1 T 2048/1024  DH Ley pai
=1 Fed mykey < Copy : zer 1D

i...,;;?_’ myke  Paste D55 exportable zig
Delete

Sign. ..
Set as Defaulk
Add
Emable
Disable
4| Revoke. .,
Reverify Signatures

| 1 key(s) selecked

Update
Send To
Fettiewve Certificate

Share Split...

key Properties

e Save your key to disk as an ASCII key file and check the "Include Private Key(s)" option as shown
below
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® pGPmail = B

7| 8| x| 8| %) 3%

7 PGPkeys | _ O]

Eile Edit Miew kKeys Server Groups Help

u|m S 3| 0 e s K | P, LA
wportkeytoRle K|S

Keps

E‘E Save ir: | f___} by Documents j ﬁ j' e _ pair

= pap ile sig

File name: |mykey.asu: Save I
Save as type: |.-“-‘-.SI:II k.ey File [*.asc) j Cancel |

¥ Include Private Keyjsi
¥ Include E.0 Extensions

¢ In Crypto Anywhere, navigate to the "My Identities" screen under "Configuration" on the left tool
menu. Then click the open folder icon on the toolbar to activate the "Import SecExMail Private Key
dialog. Under "Files of type", select "OpenPGP Secret Key Files" and navigate to the key file you

exported from PGP ™. Now click open.
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iy Meszages

Configuration

‘ IMy |dentities

Secure Friends

1 (aem]

Preferences File name: Im_l,lkey.asc
Files af ty |OpenPGP Secret Key Files [ asc) ™ @
O Open as read-only
About

eady

1

e Your PGP ™ key will appear in the My Identities screen. In the future you will need only your PGP ™
passphrase to decrypt messages sent to you from your PGP ™ friends.

& OpenPGP key successFully imported

2.8 For your eyes only screen

When sending encrypted e-mail, you will need to specify the recipient(s) of your message. As you
receive Crypto Anywhere messages from other people, Crypto Anywhere collects encryption keys from
the senders - your secure friends. When sending mail to your secure friends, messages are encrypted
so that only your secure friends will be able to read them. You yourself won't be able to decrypt a
message encrypted to a secure friend - unless of course you selected your own key for encryption also.
You may select one or more keys. Using secure friend keys is the recommended mode of encryption.

© 2003-2004 Bytefusion Ltd.
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' g N 5™ i s sl

s only - Select recipient keyis)

-Encryption Method

@ Public key encryption O Bytefuzion_Sales  salesi@bytefuzion. com

0= Butefuzion_Sup..  support@hbytefusion. com
& Pazzword protected A .
pop ryvkey mykepEmpmail

O no key unlisgted email address

ok fbeneel|  uteR.

In many cases, the intended recipient of a message has not provided you with an encryption key. This
will be especially the case when communicating with someone for the first time. In this case simply click
"unlisted email address". This will select "Self decrypting e-mail" as encryption method.

K W
Ny .

LK 5 3 i % i = 4 ¢
v g For yvour eyes only - Select recinient key(s]
f 3

-Encryption Method-—————— ¢ Self Decrpting E-Mail

© Public key encryption To E-Mail Address : |m_l,lfriend@hnme |

E PaSSWDrd prDtEl:tEd Passwl:lrd I i |xxxxxxxxxxxxxxxxx |

|xxxxxxxxxxxxxxxxx |

Paszword Again ;

Send Az B4 Request encropted reply

- 4 Share zecure fiends list

Self decrypting e-mail messages carry an attachment which bundles your encrypted message, the
Crypto Anywhere software needed to decrypt the message and any required encryption keys into a self
extracting archive. The encryption key required to decode the message is itself stored using 3DES
encryption and protected by the passphrase you supply. Therefore you will need to supply the recipient
of the message with this passphrase. The ability to receive email attachments will vary from recipient
to recipient. Some email clients or email servers block self extracting attachments or block attachments
with specific file names or extensions. For this reason you may send self decrypting e-mails in three
formats under "Send As". The following options are supported :

o default - zip archive
e exe - self extracting executable

© 2003-2004 Bytefusion Ltd.
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2.9

e Zzip - zip archive
e 123 - self extracting executable with ".123" file extension

Request encrypted reply

Check this option if you want to include keys needed to send you encrypted e-mail ( your public
keys).

Share secure friends list

Check this option if you want to share your secure friends list with the recipients ( secure friends
public keys ).

In most cases you will only have to send a self decrypting email to a particular recipient once. After

decrypting and reading your message, the recipient will be given the option to configure Crypto
Anywhere immediately and send you encrypted mail in reply.

Preferences

The preferences window allows you to customize the behavior of Crypto Anywhere. See documentation
below.

by b e : :
S IRERANES -Send encrypted mail vig=——————————  Outgoing mail
Canfiguration 8] Direct drop inta recipiert's mail box “four email address
A @ My owin mail SEIver |anu:un_l,lmu:uus@anu:un_l,lmnus u
by Identiti R Coat
RS -Outgaing mail server [SMTP) rKey management
' Server |m_l,lmailserver | A Append my public key to end of e-mals
Secure Friends Bart - : [ Accept auto update of public keys
‘.‘3 B Server requires user authentication
X -Theme
Pref
2 llalEel Lzer: |m_l,l LIZEI name | Iu:ryptnanywhere.smf I
Pﬂjﬁ;‘-"'-_"jfﬂ : |xxxxxxxxxx | iii E" Iﬁﬁ
Abhaut
eady | | I ||:|
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e Send encrypted mail via

Direct drop into recipient's mail box :

Direct Drop delivers emails across the internet directly to the recipient's mail box. See Direct Drop for
details.

Crypto Anywhere has a built in SMTP module to send e-mail. This allows Crypto Anywhere to send e-
mail independently of mail settings of the computer or computers on which it is run. This option is
especially useful if you plan to use Crypto Anywhere in internet cafe's. Some service providers do not
allow access to their SMTP send mail servers when connecting from other service provider's
networks and might require SMTP logon to permit you to send mail. See "Server requires user
authentication".

My own mail server :
This option is recommended if you usually use Crypto Anywhere from the same computer. Simply
enter the details of the mail server you ordinarily use for outgoing mail.

Outgoing mail server (SMTP) :

Server :
This option is only required in SMTP mode. Please provide the DNS name or IP address of your
outgoing mail server.

Port :
This option is only required in SMTP mode. Please provide the port number of your outgoing mail
server SMTP service. It is safe to leave the default value.

Server requires user authentication :

This option is only required in SMTP mode. Some service providers require user logon to permit
sending of e-mail. Usually this is the same information as is required for the checking of e-mail. User
logon, also called SMTP AUTH, is only available with extended SMTP, or ESMTP.

User :
This option is only required in extended SMTP mode with SMTP AUTH. Please enter your user name
for your e-mail account.

Password :
This option is only required in extended SMTP mode with SMTP AUTH. Please enter your password
for your e-mail account.

Outgoing mail :
Your e-mail address :

This option specifies your return e-mail address or "reply-to" address. By default, the "reply-to" e-mail
address corresponds to the e-mail address of your default Crypto Anywhere / SecExMail key.

Key management :

Append my public key to end of e-mails :

If you check this option, Crypto Anywhere will append your default public key to the end of outgoing
messages as a "tag line". This enables other users to send encrypted mail to you. You will be added
to the secure friends list of other Crypto Anywhere users automatically

Accept auto update of public keys :

If you check this option, Crypto Anywhere will accept new public keys from other people and add
them to your secure friends list when ever a key is not found on your secure friends list already. You
will be prompted prior to each update.

© 2003-2004 Bytefusion Ltd.
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e Themes :

Crypto Anywhere now supports application skins. Please check www.bytefusion.com for availability.

2.10 Microsoft Outlook Express Plug-In

Crypto Anywhere integrates with Microsoft Outlook Express ™ to produce seamless encryption and
decryption from within popular email software: You can easily send OpenPGP, SecExMail, as well as
password protected messages directly from within your favorite email client. To enable Microsoft
Outlook Express ™ support, navigate to the Outlook Integration screen in the Configuration section
and check the setting "I ntegrate with Qutl ook Express at start-up". If this optionis
enabled, Crypto Anywhere will load the Microsoft Outlook Express ™ plug-in at the next start-up. In
order for Outlook Express " to recognize the plug-in, Crypto Anywhere must be started before Outlook
Express . If you require continual Crypto Anywhere support from within Outlook Express ", check the
"M nimze to systemtray at startup”option. This option pre-loads Crypto Anywhere when you

log into Windows, ensuring that Outlook Express ™ always receives encryption support via Crypto
Anywhere.

2RI FE BES SHd®E0wx X007
Hphiesaa -Outlook Express Tunables
Configuration
- | B Integrate with Outlook Express at start-up 3
My |deritities [ Integrate with Outlook 2000 at start-up g
' [l Integrate with Dutlock 2002 &t start-up
Secure Friends A Mimimize ta sp.g.te_m. brap at si_aTt:~L4p
[t}
Cutlook,
| ntegration
About |
eady | |

In order to encrypt outgoing messages from within Outlook Express ', click the "Encrypt before
Send" button in New Message window as shown below. When you press Send, Outlook Express ™
will submit the message to Crypto Anywhere for encryption prior to sending the message.

© 2003-2004 Bytefusion Ltd.
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ﬁ Mew Message

| File Edit ‘“iew Insert Format  Tools  Message

= = A L
Encrypt before Send Send Uk |
@ |
@ |
e |
|

Subject:

To decrypt mail from within Outlook Express ™, simply click the "Decrypt Message" button in your inbox
message window as shown below. You will be able to view the decrypted message in the dedicated
Crypto Anywhere message viewer and reply directly to the sender of the message using the encryption

method of your choice.

& Crypto Anywhere Mail
| File Edit ‘Miew Tools Message Help

5 @y @ s,

Decrypt Message Reply Reply All Farward

From: |[Decrypt Message

Date: Tuesday, April 27, 2004 5;45 PM
Subject: Crypto Anywhere Mail

--Begin SecEx 1.1--
Wl 1MpjaHTpe0BvZmZzaG9 2 W Tha Wik 2

Compatibility

Crypto Anywhere support for Outlook Express ™ has been tested with the following configurations:

Outlook Express 6.0 and Microsoft Windows 2003 ™
Outlook Express 6.0 and Microsoft Windows XP ™

Outlook Express 6.0 and Microsoft Windows 98 ™
Outlook Express 5.0 and Microsoft Windows 95 ™
Outlook Express 5.0 and Microsoft Windows 98 ™

Outlook Express 6.0 and Microsoft Windows 2000 Professiona

© 2003-2004 Bytefusion Ltd.
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2.11

Microsoft Outlook Office Plug-In

Crypto Anywhere integrates with Microsoft Outlook Office "™ to produce seamless encryption and
decryption from within popular email software: You can easily send OpenPGP, SecExMail, as well as
password protected messages directly from within your favorite email client. Crypto Anywhere support

for Outlook Office ™ is available for the following versions of Outlook:

1. Microsoft Outlook Office 2000 ™
2. Microsoft Outlook Office 2002 ™
3. Microsoft Outlook Office 2003 ™

I'\Pe Crypto Anywhere plug-in for Microsoft Outlook Office ™ is also compatible with Microsoft Exchange

When the Outlook Office plug-in is loaded, you will see a new toggle button "Encrypt before Send" on
the toolbar when composing a new message. Clicking the "Encrypt before Send" button, prompts
Crypto Anywhere to be invoked when sending the message. At that time, you will be able to chose the
encryption method as well as encryption keys and or password for your message.

ﬂ This subject line will be encrypted - Message (Plain Text) : o | |
File Edit Wiew Insert Formak Tools  Actions  Help
idsend | ol 8 | 4 Ga B 0 | Gx 8 | ] options... AF | @ | g Encrypt before Sendﬁ
[ I -JAIB 7 u|EE=izizEELEN
To,.. | ImyFriend@samewhere.cam
. ||
Subject: IThis subject line will be encrypted
Ny meszage text will be encrypted, az will attachments. :J

I can choze the following modes of encryption:
1] OpenP&P bazed encryption
2] R3A + Twofish (SecExMail) bhased encryption
3 Password based encryption
If I choose password based encryption, the recipient
regquires no decryption software to read my message.

Tours Securely
He

The Crypto Anywhere plug-in for Microsoft Outlook Office " can automatically select plain text or
encryption mode email based on the availability of encryption keys. To enable this feature, click "Enable
auto encrypt"” on the Outlook Integration screen in Crypto Anywhere.
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-lolx

File Edit ‘iew Insert  Format  Tools  Actions Help

i=dsend | [ =3 | % GBa @& 0 | @2 & | =3 options... A | @ | EPForce Encryptg

| LA === g ] |
To,.. ||myﬁEnd@EDmewhaemnm
H o | [

Subject: IMycunﬁdenHalmessage

If I check "Enakble auto enceypt™ on the Outlook Integration :J

soreen in Crypto Anvwhere, I do not need to remember to

click "Encrypt bhefore send™.

normal mwail.

Yours Securely
Me

for a person in Zrypto Anywhere,
person will be encrypted by default.
If I want to send a password protected email
without using encryption kevs,
button above ahd chose encryption wethod and password
manually at the prowpt when sending the mwessage.

Onee I have an encryption key
all mail sent to that
Evervhody else receives

I check the "Foroce Encrypt'

When opening an encrypted message, you will see a new button "Decrypt Message".
Click this button to decrypt the message text and any attachments.
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B Crypto Anywhere Mail - Message (Plain Text) 4 il:llﬂ

File Edit ‘iew Insert  Format  Tools  Actions Help

CuBeply | dReplytoal | b Forward | = Do | 3 X AT | @ | S Decrypt Message g

Subject:  Crypko Ansewhere Mail

Version: GnuPG w1.2.4 [(MingW3Z)

hoIoAcewEikdETSUEAf+P i HIEPVEUCsh WHGI Og Y Y/ 4r HHNC It 26 153 VT L34 5.
CcEVFIf47oDbIgsZuVngol2 A0o33+nxEATP 7ot BEgB4MaVEILIVOEwBwC QO 0TC Qo
Unsj+F/ TeTe+ATEED6pyVaceh g TaHhFodsy It goWeXuld AJRESODENEVI 1Ecw3t
OnAYaNWes ek/vTerGnnr 9FdgCraTxkGTEoVEWAAETS Oagql8aTgx L2 wEBE3 yndSkE
oUTUEfePagCvOoinNuDL L I EfwVWxxOZmgidSSEf Y TOLhaf Lo Y ZOIV gl ek WAC
xhethObrHOgLIga8oTeZ2aV1l3xotar IRWONEh3mE /b AgAINekREEV g1 d4 KNV LSV ]
PullaTMgLMV+=s/9283Bur ITufNfpZxnl kuBPyULO/ PEQCed4kUEhYHot Tpi+R9ESwT1a
DEZJwIDFrJsS3Mhlp gt BQIGeHILE 6 AD 4G+t EVuRoctB1GG+A4+0LEDARO3 g/ =R
HudVhwGa3UegdF Oiabxin+ 02 1IERIR?PISDHL Iage@mEgVdvwIlifulx 1Hot k4 k7 I Ik
RO0o¥ha4b510ePTHf2r 215 ALEwTEmo3 3KRIYYD,/ EvBrd TOEvEOrVhCEZLiTyPm7 191
FOF+E3LIDESED6wOgr J60eGogLvo TENI pEn3 +WeSgD K3 ULIvEEGEt /O rDE4+MTh
NOJQAZan7OEXZ2CFZ lbhFmkmde tmGuv St GOon0s AV imultxt ZeHLDA3I oI rREidS=s=
veETwwnySRrDM2vw3iovIlye EMa4+WF ZDDvw+SgdnZ4hEMSEI=

=3PgG

2.12 Application Themes

Security need not look conservative. Version 2.0 and later of Crypto Anywhere support user definable
application skins. Check www.bytefusion.com for availability of Crypto Anywhere themes. Application
skins require Windows NT /2000 / XP / 2003 (TM) and are not available on Windows 95 (TM) and
Windows 98 (TM).
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File Edit ¥iew Encipher+Send Decipher Help

= 0

e BS

Welcome to Crypto Anywhere - OpenPGP Edition

FH%B~x X0

My Meszages

a

Compose
Meszage

Diecryptor

el

Create
TtaveI'FJtnpDHLI

Canfiguraticn

About

Compose and encrypt a message

Decrypt & message

Ready
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Travel Floppy

—

ﬂﬂhﬂﬁwaﬁn

About

Compose and encrypt a message

Decrypt 8 message
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Li (= Crypto Anywhere

" File Edit View Encipher+Send Decipher Help

:.\k;—”}

BB I @ BY &R Xx S 07
Welcome to Crypto £ @ P Edition

M Meszages |

e
M o

Compoze
Meszage

F:

Decruptar

Iﬁ] Compose and encrypt &8 message

Create ﬂ Cecrypt 8 message
Travel Floppy

Configuratian
About

Ready
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2.13 Mail Delivery Modes

N

of e-mail /
| havea  webmail | do not want | amtravelling
account such as Y ahoo tousemy  e-mall and will bevisiting
Mail, Google Mail or client software an intermet  cafeor
Hotmail . because | want using afriend's
to leave no archived computer and
record of my cannot ingtall
secure  e-mail on my any software.
computer.
A 4 A 4 A 4
Sendsecure e-mail Send secure e-mail Send secure e-mail
from web browser from Cry_ptt_) Anywhere from Crypto Anywhere
built-in - SMTP travel floppy
" . Configure Crypto
Use "Compose Message' An
) lywhere to use your
sreenin Crypto ‘ requler utgoing el Create travel floppy
Anywhereto write e-mall saver( SWTP ).
Select "View Encrypted Use"Compose Message” Configure Crypto
Message prior to sending” Awwf::;]' mé’pm | Anywhereto use "Direct
. e-mal " q H
to preview message essge Drop" mail delivery
Click Click U*";‘g’:g;;?e"
"Encipher+Send" to "Encipher+Send” to Anwheretouie el
encrypt message encrypt message messge
Click the "Copy" No ] Click
button on the"Y our NT e‘""g’? "Encipher+Send" to
Cryptogram” screen S encrypt message
¢ Yes
Paste encrypted Click the "Send" No Prvien
message into web button on the "Y our Message?
browserwith  CTRL -V Cryptogram" screen
v ¥ -
Click the "Send"
Send message from > Done button on the "Y our
web browser .
Cryptogram" screen
Done > Done

| use Microsoft
Outlook Office (

or Outlook Express
(tm ) and want
transparent
encryption.

\ 4

Send secure e-mail
through Crypto Anywhere
plug-in for Outlook( tm )

v

Enable Outlook Express
(tm ) or Outlook Office
(tm ) integrationin Crypto
Anywhere

!

Composenew  e-mail
message in Outlook
(tm)

v

Click "Encrypt before
Send" in Outlook ( tm)

v

Click "Send" in
Outlook ( tm)

!

Done
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2.14 Modes of Encryption

4%\

of e-mal
The recipient hasno The recipient has The recipient has PGP (tm),
e-mail encryption or Crypto Anywhere GPG orother  OpenPGP
decryption software or SecExMal compliant software
A 4 A 4
Ensuretherecipient Obtain recipient's Obtain recipient's
cnreceive  e-mal wick wlic OpenPGP ki
attachments P o P ad ¥
! Import recipient's Import recipient's
Determine asedcure public key into Crypto OpenPGP  key into
passwor Anywhere Crypto Anywhere
. Encrypt message to
Communi cate Er?crypt' message to recipients  OpenPGP
password to recipient recipient's public key ey
Send password
protected message via
Crypto Anywhere
¢ A 4 A 4
Done Done Done
Technical

3.1 RSA Public Key Encryption

"c =me mod n" is the algorithm that turns the world of e-
commerce. Introduced in 1978 by Rivest, Shamir and Adleman
after whom the cipher is named, RSA is the worlds foremost
public key encryption system. Contrary to the design of classic
encryption algorithms where the same key is used to lock and
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3.2 ISAAC Random Number Generator

ISAAC (Indirection, Shift, Accumulate, Add, and Count)
is a cryptographically secure pseudo random number
generator. With an average cycle length of 2 to the
8295th power its output is uniformly distributed and
unpredictable. ISAAC has been developed by Bob
Jenkins and placed into the public domain in 1996. See
Acknowledgements for legal information on ISAAC.

ISAAC is at the heart of SecExMail's entropy collection
system and comprises the stream cipher subsystem of
the SecExMail cipher.

3.3 The SecExMail / Crypto Anywhere Cipher

The SecExMail cipher is a composite cipher specifically
designed to operate on real-time email streams. It uses
cryptographic primitives which are available to the general public
and have been subject to extensive peer review. The SecExMail
cipher incorporates RSA public key encryption. Message
encryption is performed via the Twofish block cipher and the
ISAAC stream cipher. The SecExMail cipher is warranted to be
free from spy-ware, key escrow or key recovery features of any
kind. The email encryption process is described in detail below.
See diagram.

SecExMail Composite Cipher

© 2003-2004 Bytefusion Ltd.
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stage 1
plain text data
ZLIB compression stage 2
zhib header cotnpressed plain text data
l &4 Bit - OTF enctypts ZLIB stage 3
zlib crypto header cotnpressed plain test data
l 4 Bit - ISAAC Stream Cipher stage 4
layer one cipher test
l 256 Bit - Twofish Block Cipher stage 5
layer two cipher tesxt
l Base 64 transfer encoding stage &

output cipher test

e Stage 1

Email data is received in variable length data blocks. SecExMail parses SMTP header info, mail and
data bodies.

Stage 2

Because email messages frequently contain known plain text, such as salutation and or tag lines,
which gives rise to known plain text attacks on the encrypted message and in order to minimize
overall message expansion, the plain text is first compressed using the ZLIB compression algorithm.
The net effect of deflating large amounts of data, containing both tidbits of known plain text such as
greeting or tag lines as well as unknown message text into a compressed data stream is that any
known plain text is effectively obscured.

Stage 3

The ZLIB stream has a fixed header format which in itself might be exploited as known plain text by a
savvy cryptanalyst. For this reason, the first 64 bits of the steam are enciphered by way of a
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3.4

One Time Pad, using standard XOR masking. This approach acknowledges that email messages will
contain portions of known plain text and proactively manages this problem.

e Stage 4

At this point the compressed data is encoded using the 64 bit ISAAC stream cipher creating the layer
one cipher text.

e Stage 5
The next step in the encryption process is to encrypt the layer one cipher text using the 256 bit
Twofish block cipher. Twofish is used in chained block mode, but instead of XOR'ing the previous

block's cipher text into the plain text of the current block, the output from the ISAAC layer is "chained
in". This chaining process is illustrated below.

ISAAC Twofish Block Chaining

1 2 n
mnput
EEE— plain tesd plain tesxt e plain text
[SALT [SAAC ses [SAAC
%r g ot
output
Twofish Twofish ses Twofish 9

o Stage 6

The final step is to assemble the output in base64 transfer encoded format for transmission via malil
transfer agents (MTA).

SecExMail / Crypto Anywhere Message Format

SecExMail messages are transferred in base64 encoded format. Messages may be encrypted to
multiple recipients. The internal message layout is defined as follows :

[<rsa bytes>:<recipient>]key[<rsa bytes>:<recipient>]key...cipher text

© 2003-2004 Bytefusion Ltd.
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mecExlail Message - Basetd Encoded
1st recipient n-th recipient Cipher Tesxt
[tsa bytes:recipient] ey [rsa bytesrecipient]ley
e RSA Bytes

This is the size of the recipient's RSA key in bytes. Therefore a 2048 bit RSA key would be listed
as having a size of 256 bytes. RSA This parameter is defined for RSA key sizes of 2048, 4096, and
8192 bits.

o Recipient

This is the email address of the recipient to whom the message is encoded.

o Key

This is the SecExMail session key material, encrypted with the RSA public key of the recipient.
The SecExMail session key is used to encrypt the message body of the email message and is

comprised
of a 64 bit One Time Pad key, a 64 bit ISAAC stream cipher key, and a 256 bit Twofish key.

o Cipher Text

This is the message body encrypted with the SecExMail Cipher.

A typical SecExMail enciphered message is depicted below :

--Begin Seckx 1.1--
Wl 1N pj aHIpcOBvZn¥Zza@@yZWLhaWkyb29t Lm\vbV0dJyyJnwawCnOLI 0659z pBY/ asERA3FR®
9

OYRhBf +r wohYORt 8Wh3r mM 2Nguhk 38Kv H5pg8ZRTXXW EHYMak QPPXpbnaJepJFZe XTcNMTi /
SORC5HCTui 50kW 00Gv8Sp328Ldh3Dl gQtGW oYt 9gxG cJ/ PaVxxxEf DMBI 4cnsCyLj f X+l 0JY
g+enW 4U N6u+KOt PL4ua2Cf GhGoBXo+6KK042bXGpk/ Pj 6WWEOQMEKY R+Vr sOx6Zc TgpqS3WCc U
g/ JDy9zHql kPLOhXcT4&H wp/ 1Jhvi aQ oKAZNYYi nuY52Z) NUGPMs| aNOh6AKS3/ qZsHhK1Lt ¢
O\anqubQ eekuJngBCCLRI | I I I 4] f FgivkxoUkZr t Xg6E217Q6 GVWhHVANI4EU3D2¢ 1BgauDYAG
EszpSef m WAZoXai 6KVEl MEi K7t v98s8wu9LpUxN4A4QY] 2eNRVI +72| GPf kBoKvr 6eK5/ TU4cH

Dg9VvxCG 4n8KDvf YsPRpBSNzLL+Ta4i z7t oQ McdPCQa
--End SecEx Mail - -
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3.5

3.6

SecExMail / Crypto Anywhere Keys

SecExMail employs public key encryption. Messages are
encrypted to one or more recipients using their public keys.
Only the intended recipient can, upon receipt of the message,
recover the plain text using his/her private key. Public key
encryption differs from classical encryption because the recipient
of a message does not use the same key for decryption as the
sender used for encryption.

In cryptography the fictional characters "Alice" and "Bob" are
often used for illustration purposes. Consider the following
scenario : Alice lives in New York and Bob lives in Los Angeles.
Alice wants Bob to be able to send her confidential mail. She
goes to her local hardware store and purchases a dozen or so
combination padlocks, sets the unlocking code on each padlock,
confuses the dials again, and sends the open padlocks to Bob in
Los Angeles.

Bob is now in possession of Alice's padlocks, but not the unlocking codes. When Bob wants to send
Alice a confidential letter, he places the letter inside a steel box and locks it with one of Alice's
padlocks. Once the padlock is snapped shut, even he himself cannot re-open the box since he is not in
possession of the combination which will release the lock. Only Alice will be able to open the box and
therefore read the letter once she has received Bob's parcel in the mail.

Public key encryption works much in the same manner. The public key may be thought of as an open,
electronic padlock. You can send this electronic padlock to all your friends. Your friends may then use
that padlock to secure their emails to you in an electronic box. This electronic box is the encrypted
email. Upon receipt of the encrypted email, you dial the secret combination which is your private key
and retrieve the original message.

SecExMail does all this for you.

SecExMail / Crypto Anywhere Key File Format

The SecExMail keys are stored in conventional text files ending in "#.pubrsa" and "#.privrsa" for public
keys and private keys respectively. Files are divided into an administrative segment and a data
segment. The administrative segment contains information required by SecExMail for key management.

Administrative Segment

keyid Globally unigue key identifier; used by
SecExMail to associate private and
public key components.

owner owner of the SecExMail key

email Email address of key owner

enabled reserved for future use

options vendor options field - reserved for
future use
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New lines in the administrative section are denoted by carriage return line feed pairs (ASCII characters
13 + 10).
Data Segment
The data section is comprised of a single RSA key in base 64 encoded format. New lines in the data
section are denoted by a single linefeed ( ASCII character 10 ). Private RSA keys are stored in 3DES
encoded, chained block cipher format and protected with a passphrase.
=101 x|
File Edit Wiew Insert Format Help
Di=a| SR s b=l | B
|EDurierNew ;I |'IEI - |'W'estern j B I[I o I@l I; = El
T R W S R R Wy R WS W
kevid: {FCOF1CDF-6FFZ-4F1C-BSEF-426F10384600)
owner : dodo
email: dododoffshoremailroom.com
enabled: yes
options: nohe
————— BEGIN R34 PUBLIC EEY--——-
MIIBCgECAQELZE+hpiWDxrExdimeus ivHONSr J7u+0VEkx ZEJPPusSPO04 IOt S
bYEIfk7S+DNYSPaSLE SEwghE LR+VEer5414a5SF Y4RFpEwP L FWiR4uex7t+zypil
O/ xCOVwp3 6 M3k S4 TTIFPGRpIh 7 Z8h vSSuunPLHEUp DV ehaS Igho hRRE VL kC v EMh
VTTRTSaESTHUG 1 hoNMES L/ 7ekSt CHAHNP v EF Te pwTOEMEuIbEdipEr IAPEzZ 160 YS
TpWEI OV a7 OWFOMACTalnknQOL VS CE PR/ Kt MyfayHt SOHTgRer zoEemunGe Vi
BR16Z2G0zo2bubTGrwbhegereo]gloXBLAXfwIDACAR
————— END RSh PUBLIC EEY-—---—-
Faor Help, press F1 | s
3.7 One-Time Pads

A one-time pad is a block of random data used to encrypt a
block of equal length plain text data. Encryption is usually by way
of XOR'ing the one-time pad with the message text. This
process may be thought of as a 100% noise source used to
mask the message. The one-time pad is secure if it is comprised
of random data and is never reused. Because of this, one-time
pads have limited application in modern ciphers, but are
commonly acknowledged as the holy grail of cryptography.

SecExMail uses one-time pads to encrypt the ZLIB compression
header in SecExMail messages.

& LUUO-LUU4 DYLEIUDIVILI cud.
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3.8

3.9

3.10

Requirements

Windows 95 /98 / ME / NT / 2000 / XP / 2003

e Access to internet mail server ( SMTP & POP3)

¢ Pentium class IBM compatible computer

Application skins require Windows NT / 2000 / XP / 2003

Known Plain Text Attack

A known plain text attack is the attempt by a cryptanalyst to
break a cipher based on knowledge about the plain text of a
message prior to its encryption. Simply put, if the cryptanalyst
knows the method of encryption, any encryption, part or all of
the plain text input to the cipher, and is able to observe the
encrypted message text, he / she will likely be able to infer the
key used to encrypt the message. This in turn can compromise
the security of future messages sent with that key. In greatly
simplified terms :

Plain Text + Key = Cipher Text
Cipher Text - Plain Text = Key

Consider the following scenario : Alice sends Bob an email and
attaches her favorite holiday snapshot. The email is encrypted.
Assume further that she sends the same holiday snapshot to
her mother in plain text. Steve, who wishes to spy on Alice and
Bob, was able to intercept her email to Mom and now has a
copy of "myholiday.jpg". If the picture consisted of 200 Kilobytes
of data (about 200,000 letters) and Alice included only a short
personal message to Bob with the picture ( say 50 letters ), then
Steve already knows 99% of the message contents prior to
encryption and now has greatly improved chances of breaking
Alice's key if he comes into possession of the corresponding
cipher text.

Check

ad o

‘ !

Crypto Anywhere includes comprehensive protection against known plain text attacks.

See SecExMail Cipher for more information.

Registration Advantages
Registered users receive the following benefits :
e Commercial use license

e Product support
e Multiple identities - private keys
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4.1

4.2

Unlimited secure friends - public keys

Encrypt attachments

Themes / application skins

Create travel floppies

Variable passphrase length on self decrypting e-mails

Most registered user benefits, with the exception of commercial use, are available during the first 30

days of operation.

About

About Crypto Anywhere

Crypto Anywhere - OpenPGP Edition
Version 3.0

Copyright © 2003-2004, Bytefusion Ltd.
All Rights Reserved.

About Bytefusion Ltd.

Bytefusion

Bytefusion Ltd.
22 Duke Street
Douglas, IOM
IM1 2AY
British Isles
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Inquiries: sales@bytefusion.com
4.3 Acknowledgements
¢ ISAAC Random Number Generator
At the time of writing, the ISAAC home page can be found at

http://burtleburtle.net/bob/rand/isaacafa.html.
ISAAC has been placed into the public domain by its author, Bob Jenkins in 1996.

My random number generator, ISAAC.
(c) Bob Jenkins, March 1996, Public Domain
You may use this code in any way you wish, and it is free. No warrantee.

e RSA Public Key Encryption

The RSA algorithm was patented until September 2000 when RSA® Security Inc. released the
algorithm into the public domain. "BEDFORD, Mass., September 6, 2000 -- RSA® Security Inc.
(NASDAQ: RSAS) today announced it has released the RSA public key encryption algorithm into the
public domain, allowing anyone to create products that incorporate their own implementation of the
algorithm." At the time of writing a copy of this statement can be found at
http://www.rsasecurity.com/news/pr/000906-1.html

e Twofish Block Cipher

The Twofish block cipher by Counterpane Labs was developed and analyzed by Bruce Schneier,
John Kelsey, Doug Whiting, David Wagner, Chris Hall and Niels Ferguson. Twofish was one of the
five Advanced Encryption Standard finalists. At the time of writing the Twofish homepage can be
found at http://www.counterpane.com/twofish.html. The cipher has been made available to the
general public by the following statement on http://www.counterpane.com/about-twofish.html :

" Twofish is unpatented, and the source code is uncopyrighted and license-free; it is free for all
uses. Everyone is welcome to download Twofish and use it in their application. There are no rules
about use, although | would appreciate being notified of any commercial applications using the
algorithm so that | can list them on this website. "

e ZLIB Compression Library

ZLIB is a lossless data-compression library written by Jean-loup Gailly and Mark Adler. ZLIB is
made

available as free, unpatented software to the general public at http://www.gzip.org/zlib/. The license
conditions are set forth at http://www.gzip.org/zlib/zlib license.html and reproduced below :

" Copyright (C 1995-2002 Jean-loup Gailly and Mark Adl er

This software is provided '"as-is', w thout any express or inplied
warranty. 1In no event will the authors be held Iiable for any danages
arising fromthe use of this software.

Perm ssion is granted to anyone to use this software for any purpose,
i ncl uding commerci al applications, and to alter it and redistribute it
freely, subject to the follow ng restrictions:

1. The origin of this software nust not be m srepresented; you nust not

© 2003-2004 Bytefusion Ltd.


http://burtleburtle.net/bob/rand/isaacafa.html
http://www.rsasecurity.com/news/pr/000906-1.html
http://www.counterpane.com/twofish.html
http://www.counterpane.com/about-twofish.html 
http://www.gzip.org/zlib/
http://www.gzip.org/zlib/zlib_license.html 

37

CryptoAnywhere Help

claimthat you wote the original software. If you use this software
in a product, an acknow edgnment in the product docunentation would be
appreci ated but is not required.
2. Altered source versions nmust be plainly marked as such, and nust not
be
m srepresented as being the original software.
3. This notice nmay not be renpved or altered fromany source
di stribution.

Jean-loup Gailly jl oup@zip. org
Mar k Adl er madl er @l umi . cal t ech. edu "

e RIPEMD-160

The RIPE message digest was written by Antoon Bosselaers for Katholieke Universiteit Leuven,
Department of Electrical Engineering ESAT/COSIC, Belgium. License conditions ask us to quote the
following :

"Rl PEMD- 160 software written by Antoon Bossel aers,
avail abl e at http://ww. esat. kul euven. ac. be/ ~cosi cart/ ps/ AB- 9601/

Viking Art - SecExMail Logo
Katja Bengtsson of Brisbane, Australia ( katja@offshoremailroom.com )

OpenSSL Project

SecExMail contains cryptographic software from the OpenSSL project at www.openssl.org which is
licensed under a "BSD-style" open source licenses. These licenses asks us to state the following :

"Thi s product includes software devel oped by the OpenSSL Project for use
inthe OpenSSL Tool kit. (http://ww.openssl.org/)"

"This product includes cryptographic software witten by Eric Young
(eay@ryptsoft.com. This product includes software witten by Ti mHudson
(tjh@ryptsoft.com."

SecExMail is an independent, derived work and no endorsement of SecExMail by the OpenSSL
project is implied. The full text of the OpenSSL license and the original SSLeay License is reproduced
below.

penSSL Li cense

Copyright (c) 1998-2001 The OpenSSL Project. Al rights reserved.

Redi stribution and use in source and binary fornms, with or wthout
nmodi fication, are permtted provided that the follow ng conditions
are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the foll ow ng discl ai ner.

2. Redistributions in binary formnust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainmer in
the docunentation and/or other materials provided with the
di stribution.

© 2003-2004 Bytefusion Ltd.
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3. Al advertising materials nentioning features or use of this
sof tware nust display the foll owi ng acknow edgnent :
"This product includes software devel oped by the QoenSSL Proj ect
for use in the OpenSSL Tool kit. (http://ww. openssl.org/)"

4. The nanes "OpenSSL Tool kit" and "OpenSSL Project" nust not be used to
endorse or pronote products derived fromthis software w thout
prior witten perm ssion. For witten perm ssion, please contact
openssl - core@penssl . org.

5. Products derived fromthis software may not be called "OpenSSL"
nor may "OpenSSL" appear in their nanes w thout prior witten
perm ssion of the OpenSSL Project.

6. Redistributions of any formwhat soever nust retain the foll ow ng
acknowl edgnent :
"This product includes software devel oped by the OpenSSL Proj ect
for use in the OpenSSL Tool kit (http://ww. openssl.org/)"

TH' S SOFTWARE | S PROVI DED BY THE OpenSSL PRQJECT " "AS IS ' AND ANY
EXPRESSED OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LI M TED TO, THE
| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR
PURPOSE ARE DI SCLAI MED. | N NO EVENT SHALL THE QpenSSL PROQJIECT OR

I TS CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NClI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMACES (| NCLUDI NG, BUT

NOT LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES;

LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)

HOWEVER CAUSED AND ON ANY THEORY OF LI ABI LI TY, WHETHER | N CONTRACT,
STRICT LI ABI LI TY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE)

ARI SI NG I N ANY WAY QUT OF THE USE OF TH S SOFTWARE, EVEN | F ADVI SED
OF THE PGCSSI BI LI TY OF SUCH DANVAGE.

Thi s product includes cryptographic software witten by Eric Young
(eay@ryptsoft.con). This product includes software witten by Tin
Hudson (tj h@ryptsoft.conj.

Oiginal SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@ryptsoft.com
Al rights reserved.

Thi s package is an SSL i nplenmentation witten
by Eric Young (eay@ryptsoft.con.
The inplenentation was witten so as to conformw th Netscapes SSL.

This library is free for conmercial and non-conmerci al use as |ong as
the followi ng conditions are adhered to. The foll ow ng conditions
apply to all code found in this distribution, be it the RC4, RSA,

| hash, DES, etc., code; not just the SSL code. The SSL docunentation
included with this distribution is covered by the same copyright terns
except that the holder is TimHudson (tjh@ryptsoft.con).

Copyright remains Eric Young's, and as such any Copyright notices in
the code are not to be renoved.

If this package is used in a product, Eric Young should be given
attribution

as the author of the parts of the library used.

This can be in the formof a textual nmessage at programstartup or
in docunentation (online or textual) provided with the package.
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4.4

Redi stribution and use in source and binary forns, with or w thout
nodi fication, are pernmtted provided that the foll owi ng conditions
are net:

1. Redistributions of source code nust retain the copyright
notice, this list of conditions and the foll ow ng discl ai nmer.

2. Redistributions in binary formnmnust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in the
docunent ation and/ or other materials provided with the distribution.

3. Al advertising materials nentioning features or use of this software
nmust di splay the followi ng acknow edgenent:

"Thi s product includes cryptographic software witten by

Eric Young (eay@ryptsoft.com™

The word ' cryptographic' can be left out if the routines fromthe
library

bei ng used are not cryptographic related :-).

4. |f you include any Wndows specific code (or a derivative thereof)

from
the apps directory (application code) you nust include an

acknow edgenent :
"Thi s product includes software witten by Ti mHudson

(tjh@ryptsoft.com"

TH S SOFTWARE | S PROVI DED BY ERIC YOUNG ““AS IS ' AND

ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TO, THE

| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR
PURPCSE

ARE DI SCLAI MED. | N NO EVENT SHALL THE AUTHOR OR CONTRI BUTORS BE LI ABLE
FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR
CONSEQUENTI AL

DAMAGES (| NCLUDI NG, BUT NOT LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOODS
OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)
HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT,

STRI CT

LI ABI LI TY, OR TORT (1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY
OUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF
SUCH DAMAGE.

The licence and distribution ternms for any publicly avail abl e version or
derivative of this code cannot be changed. i.e. this code cannot sinply
be

copi ed and put under another distribution |icence

[including the GNU Public Licence.]

e SecExMail Encryption

Chris Kohlhepp and Mark Robertson, Bytefusion Ltd.

GNU Privacy Guard - License

OpenPGP integration support in Crypto Anywhere is provided via the GNU Privacy Guard, GPG. GPG
is included free of charge as standalone software, licensed under separate license terms. The version
of the file GPG.EXE included with Crypto Anywhere is an entirely unmodified version of the GNU
Privacy Guard (GnuPG 1.2.4) available from www.gnupg.org, compressed with the executable packer
UPX for compact distribution. You are free to distribute GPG under the terms of the license shown
below.

GNU GENERAL PUBLIC LICENSE
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Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change free
software--to make sure the software is free for all its users. This
General Public License applies to most of the Free Software
Foundation's software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by
the GNU Library General Public License instead.) You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that
you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their
rights.

We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed on, we
want its recipients to know that what they have is not the original, so
that any problems introduced by others will not reflect on the original
authors' reputations.

Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and
modification follow.
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O
GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains
a notice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The "Program”, below,
refers to any such program or work, and a "work based on the Program"
means either the Program or any derivative work under copyright law:
that is to say, a work containing the Program or a portion of it,
either verbatim or with modifications and/or translated into another
language. (Hereinafter, translation is included without limitation in
the term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the

Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's
source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License
along with the Program.

You may charge a fee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion
of it, thus forming a work based on the Program, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that in
whole or in part contains or is derived from the Program or any
part thereof, to be licensed as a whole at no charge to all third
parties under the terms of this License.

c) If the modified program normally reads commands interactively
when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide

a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this
License. (Exception: if the Program itself is interactive but

does not normally print such an announcement, your work based on
the Program is not required to print an announcement.)
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These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Program,

and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based
on the Program, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the

entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the Program
with the Program (or with a work based on the Program) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may copy and distribute the Program (or a work based on it,
under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable
source code, which must be distributed under the terms of Sections
1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three

years, to give any third party, for a charge no more than your

cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be
distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer
to distribute corresponding source code. (This alternative is
allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such
an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for
making modifications to it. For an executable work, complete source
code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to

control compilation and installation of the executable. However, as a
special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary

form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not

42
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compelled to copy the source along with the object code.
O

4. You may not copy, modify, sublicense, or distribute the Program
except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such
parties remain in full compliance.

5. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying
the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives a license from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions. You may not impose any further
restrictions on the recipients' exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties to
this License.

7. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent
license would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the section is intended to
apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any

such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing

to distribute software through any other system and a licensee cannot
impose that choice.
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This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.
O

8. If the distribution and/or use of the Program is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates
the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions
of the General Public License from time to time. Such new versions will
be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number. If the Program
specifies a version number of this License which applies to it and "any

later version", you have the option of following the terms and conditions

either of that version or of any later version published by the Free

Software Foundation. If the Program does not specify a version number of
this License, you may choose any version ever published by the Free Software
Foundation.

10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to the author
to ask for permission. For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this. Our decision will be guided by the two goals
of preserving the free status of all derivatives of our free software and
of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS
TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER
PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve this is to make it
free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest
to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at least
the "copyright" line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

This program is free software; you can redistribute it and/or modify

it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY:; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software
Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this
when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) year name of author

Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type “show w'.
This is free software, and you are welcome to redistribute it

under certain conditions; type “show c' for details.

The hypothetical commands “show w' and “show c' should show the appropriate
parts of the General Public License. Of course, the commands you use may
be called something other than “show w' and “show c'; they could even be
mouse-clicks or menu items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your
school, if any, to sign a "copyright disclaimer" for the program, if
necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program
“Gnomovision' (which makes passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into
proprietary programs. If your program is a subroutine library, you may
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4.5

consider it more useful to permit linking proprietary applications with the
library. If this is what you want to do, use the GNU Library General
Public License instead of this License.

DIG - License

Mail server lookup for direct drop mail delivery is provided via the internet name server BIND utility
program DIG. The files DIG.EXE and LIBBIND.DLL are included free of charge as standalone software,
licensed under separate license terms. You are free to distribute DIG.EXE and LIBBIND.DLL under the
terms of the license shown below.

## Copyright (c) 1993-2000 by Internet Software Consortium, Inc.

#H

## Permission to use, copy, modify, and distribute this software for any

## purpose with or without fee is hereby granted, provided that the above

## copyright notice and this permission notice appear in all copies.

#H

## THE SOFTWARE IS PROVIDED "AS IS" AND INTERNET SOFTWARE CONSORTIUM
DISCLAIMS

## ALL WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES

## OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL INTERNET SOFTWARE

## CONSORTIUM BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL
## DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR
## PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS
## ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
## SOFTWARE.

Internet Software Consortium

950 Charter Street

Redwood City, CA 94063

Tel: 1-888-868-1001 (toll free in U.S.)
Tel: 1-650-779-7091

Fax: 1-650-779-7055

Email: <info@isc.org>
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